MpoTokon npo cniBpoOiTHULTBO
MiX YKpaiHCbKMM AepXaBHUM
YHIBEPCUTETOM HayKM i TEXHOJIOriN Ta
Komnaxierw «[JAIl Tmo6an En-en-ci»

Protocol of cooperation
between the Ukrainian State University of
Science and Technologies and the
Company DAI Global LLC (DAI)

M. [Hinpo « » 2023 poky

Dnipro « » 2023

YKpaiHCbKUK  fepXaBHUMN YyHiBepcurteTt
Hayku i TexHonorin, sk PeuunieHT (gani -
PeuunienT), B 0cobi B.0. pektopa Benuuyka
OnekcaHgpa [puropoBuya, SKMA fgie  Ha
nigcrasi CratyTty, 3 ogHoro 6oky, Ta KomnaHis
«OAIl Tmo6an En-en-ci» (Komnanis «Al»), sk
BukoHaBseupb MpoekTy AreHTCcTBa
mixkHapogHoro po3Butky CLUA (AMP CLUA)
«KiGepbe3neka KPUTUYHO BaXKNIMBoi
iHdppacTpykTypu Ykpainuwy», (gani — lMpoekT),
B ocobi NeTpa MarTisiweka, skuia gie Ha nigcTasi
AosipeHocTi Bifg 22 xoBTHA 2021 poKy poky, 3
iHworo ©oky, iMeHoBaHi Hagani - CTOpoHW,
KEPYIOUMCb MONOXEHHAMU 3akoHy YKpaiHu
“Mpo OCHOBHI 3acagu 3abesneyeHHs
Kibepbesnekun Ykpainun”, NiSTBEPOXYOTb,
LWNAXOM nignucanHs uporo [MpoTokony, yrogy
oo uinewn, saBaaHb i OYiKyBaHUX pesynbraTis
CniBpoBiTHMLUTBA, 3a3HAYEHUNX HMKYE.

Ukrainian State University of Science and
Technologies (hereinafter - the Recipient),
represented by Acting Rector Olexandr Velychko,
acting on the basis of the Statute, on one hand,
and DAI Global LLC (DAI), as the Implementor of
the Activity of the United States Agency for
International Development (hereinafter - USAID)
"Cybersecurity of Critical Infrastructure of
Ukraine", (hereinafter - the Activity), represented
by Petro Matiaszek, acting on the basis of a power
of attorney on October 22, 2021, on the other
hand, hereinafter referred to as the Parties, guided
by the provisions of the Law of Ukraine "On Basic
Principles of Cyber Security of Ukraine", and,
confirm by signing this Protocol an agreement on
the goals, objectives and expected results listed
below.

1. Llini npoekTy

MpoekT diHaHcyeTbeas AMP CLUA Tta mae aBox
beHediyjapia - MiHicTepcTtBO LM POBOI
TpaHcopmauii  YkpaiHm Ta AnapaTt Paawu
HauioHanbHOT 6e3nekun i 000pPoHN YKpaiHw.

MeToto T[pOEKTy € MOCWUMEHHSI  CTIAKOCTI
KPUTUYHOI  IHbpacTpyKTypu KpaiHu o
KibepaTak  LWMASIXOM  PO3BUTKY  HagilnHOro

NapTHEPCTBa MiX OCHOBHVMMW Y4YacHWKaMu
npouecy niABULLEHHSA piBHA kibepbesnekn vy
ranysi [epXaBHOro YnpaemiHHSA, NpUBaATHOMY
CEKTOpi, @ TakKoX NpeAcTaBHWKAMW OCBITHLOI

ranysi i rpoMagsiHCbKOro  CycrninbcTBa.
JocsarHeHHss  uiei  MeTu  nepepbavaeTbes
LUNAXOM  BUKOHaHHA  HACTyMHUMX  3aBAaHb
MpoekTy:

Po3BuTok cepeaoBumila,
NiABULWEHHIO piBHA Kibepb6e3nekn.
3MILUHEHHS1  NpPaBOBOI,  PEerynsiTopHoi  Ta
IHCTUTYLiNHOI ocHOB kibepbesnekn B YkpaiHi 3
METOI0 MOCUNEHHA CTINKOCTi cuctemn Ta i
rOTOBHOCTI 40  NpPOTUAIT  BUKIMKam y
BIANOBIAHOCTI A0 MDKHAapPOLHWUX CTaHOAPTIB.

wo cnpwuse

Po3Butok TpyaoBux pecypciB y ranysi
KibepGe3sneku B YkpaiHi. CnpusiHHS

1.The Purpose

The Activity is funded by USAID and has two
Beneficiaries - the  Ministry of  Digital
Transformation of Ukraine and the Office of the
National Security and Defense Council of Ukraine.

The goal of the USAID Cybersecurity for Critical
Infrastructure in Ukraine Activity is to strengthen
the resilience of the country's critical infrastructure
to cyberattacks by developing a reliable
partnership between the main participants in the
process of improving the level of cybersecurity in
the field of public administration, the private sector,
as well as representatives of the educational sector
and civil society. Achieving this goal is envisaged
by performing the following tasks the Activity (tasks
the Activity).

Development of the environment that
contributes to the improvement of the level of
cybersecurity. Strengthening the legal, regulatory
and institutional foundations of cybersecurity in
Ukraine in order to strengthen the resilience of the
system and its readiness to counter challenges in
accordance with international standards and best
practices.

Development of human resources in the
field of cybersecurity in Ukraine. Assistance in




BUPILLEHHIO HasBHUX npobnem KagpoBOro
3abesnedeHHs LUMISAXOM 3anyyYeHHs
KOMMETEeHTHUX haxiBuiB Ta npodecinHoro
PO3BUTKY HasiBHUX baxiBLIB.

Po3bypoBa CTinkKoi rany3i

kiGep6e3snekn. 3MiLHEHHA OOBIpK | PO3BUTOK
criBmpaui MK AepXaBHUM | MpuBaTHAM
cekTopamyu 3 METO pPOo3pobKM iHHOBALINHUX
pilleHb, fAKi 0BOyMOBNIOBaATUMYTb BUKIUKN Y
MainbyTHbOMY. CNpUSIHHA PO3BUTKY 3POCTAHHIO
LUMPOKOTO PUHKY Kibepbeanekn B YkpaiHi.

solving existing problems of personnel support by
involvement of competent specialists and
professional development of existing staff.

Building a sustainable cybersecurity
industry. Building trust and developing cooperation
between the public and private sectors in order to
develop innovative solutions that will be challenged
in the future and promote the growth of a broad
cybersecurity market in Ukraine.

2. TepmiH peani3sauii MpoekTy

3 ciyHst 2023 poky no BepeceHb 2025 poky.

2.Term of the Activity
From January 2023 to September 2025.

3. Uini Ta HanpsMkKu cniBpoOGiTHMUTBA

3. Objectives and directions of cooperation

MpoekTy 3 PeuunicHTom

CniBpoGiTHMUTBO  BiAOYyBaEcTbCcA B  pamkax
3aBfaHb [MpoekTy Ta (POKYCYETbCA Ha TaKux
KIMOYOBMX LiNaX:

e MigBULLEHHA  crnpomoxHocTi  PeuunieHTa
BUKNagaTv nporpamu 3 kibepbesneku,

* HafaHHA MOXXIMBOCTI TPeHyBaTW MPaKTUYHI
HaBUYKM  CTYLEHTIB  Ha  BipTyamnbHMX
TPEHIHroBMx nnaTtopmax i3 kibepoesneku.

3anns 3abesneyeHHss 4OCArHEHHA NOCTaBNeHoI

METU  ChiBpOBITHULTBO  3AINCHIOETBCA B

HaCTYyNHUX HanpsaMKax:

1) Possutok TEXHIYHOT
PeuunnienTa;

2) HapaHHs

CMPOMOXKHOCTI

PeunnieHTy  nporpamHoro
anapaTtHoro 3abe3neyeHHs
pesynbtataMu  OUiHKM  noTped
noBHoMacLUTabHOro BTOPrHeHHS;

3) Po3BUTOK  KOMMETeHLN CcniBpOBGITHNKIB
PeuunieHTa;

4) MNpoBepeHHst  perioHanbHUX  KOMaHAHUX
3maraHb CTyAeHTIB i3 Kibepbeaneku;

5) TpeHiHTM 3 BUKOPUCTAHHA  TEXHIYHUX
nnaTgopm Ta iHCTPYMEHTIB.

Ta
3a
nicns

of the Activity with the Recipient

Cooperation takes place within the framework of
the main objectives of the Activity and focus on the
following key objectives: )

« increasing the capacity of the Recipient to teach
cybersecurity programs;

« providing access for students to practice their
skills on virtual cybersecurity training platforms.

To ensure the achievement of this goal,

cooperation is carried out in the following areas:

1) Development of technical
capacity;

2) Providing the Recipient with the software and
hardware based on the results of needs
assessment after the full-scale invasion;

3) Development of the Recipient's employees
competencies;

4) Conducting regional student team competitions
in cybersecurity;

5) Trainings on effective combined use of technical
platforms and tools.

the Recipient’s

peani3auii
MpoekTy 3

4.04ikyBaHi pe3ynbTaTn
CniBpobGiTHMUTBA
PeuunieHTom

* MiABULLEHHS CMPOMOXHOCTI CniBPOBITHUKIB
PeuunieHTa,

* MiABULLEHHS PiBHSA CNiBPOBITHUKIB 3 NUTaHb
Kibepbesnekn i Po3BUTOK TEXHIYHMX HABUYOK
dhaxisuis PeuunieHTa;

* MigBULLIEHHST  KBanidpikaLii
Kibepbesneku;,

* MOCWUNEHHs TexHiYHoi Gasn PeunnieHta ans

BUKNagadie 3

4.Expected results of cooperation
implementation of the Activity and the

Recipient

+ increasing the Recipient's employees capacities;

« raising awareness of cybersecurity issues and
developing the technical skills of the Recipient’s
specialists;

 refresher courses for trainers on cybersecurity;

» strengthening  the Recipient's  technical
capacities for training purposes;

« and other short-term and long-term measures in




BMKNaAaLUbKoi AiSnNbHOCTI;

¢ iHWi KOPOTKOCTPOKOBI i  [JOBrOCTPOKOBI
3axodM 3 MeTow peanisauii npiopuTeTHUX
3aBaaHb, BU3HAYeHMX cninbHo PeuunieHTOM
Ta NpoekTom.

order to implement the priority tasks identified
jointly by the Recipient and the Activity.

5. KpuTepii edheKTUBHOCTI
CniBpoGiTHULUTBa

MpoekT 3abeanedye CTBOPEHHSI HapinHOI i
edeKTuBHOI  cuctemu MOHITOPUHTY Ta
OLjiHIOBaHHSA 3 METOH0 BMMIPIOBaHHSA
pe3ynbTaTiB poboTH, CNpAMyBaHHA nodanbluol
JisnbHocTi | 3abesneveHHs  edeKTUBHOro
nraHyBaHHS. 3okpema, CTopoHun
3a6e3ne4ytoTb MOHITOPUHI TaKUX MNOKa3HMKIB:

e KiNbKicTb OAMHUUbL obnagHaHHA, HagaHoro
PeuunieHTy Ans HaB4anbHOro npouecy,

e KINMbKICTb CTyAeHTiB, ki Manu  3mory
HaBYaTUCA 3aBOSKUA MOCUMEHHIO TEXHIYHOT
6asn PeuunieHTa;

* HLWI MOKa3HNKW, BU3HAYEHI
PeuunieHTom Ta NpoekTom.

CrifibHO

5. Criteria for achieving effectiveness of
Cooperation

The Activity ensures the creation of a reliable and
effective monitoring and evaluation system in order
to measure the results of work, direction further
activities and ensuring effective planning. In
particular, the Parties shall monitor the following
indicators:

« number of equipment units provided to the
Recipient for training purposes;

« number of students had an opportunity to go for
training as a result of the Recipient’s: technical
capacities strengthened;

« and other indicators defined jointly by the
Recipient and the Activity.

6.AKTMBU, poGoTu, nocnyru, npasa
iHTeneKkTyanobHOi _BJIACHOCTI _Ta iHWI

6.Assets, works, services, intellectual
property rights and other resources to be

pecypcu, WO npuadaBaTUMyTbCHA i

acquired and  provided within the

HagaBaTUMyTbcA Yy pamkax [1poekTy

B pamkax cniBpobiTHMLTBA MpoekT
HagaBaTMMe MOCnyrn LWoAO  MOKpalleHHs
TEXHIYHOT a3, niaBULLEHHS NPOdECINHOT
CMPOMOXXHOCTIi HayKoBO-neaaroriyHnx
npaujsHukis ~ PeuunieHTa, BO,OCKOHaIeHHs
HasiIBHUX HaBYanbHUX ancumnniH, Ta
3anyyYyeHHs [0 OCBIiTHIX nporpam, Kypcis
niaBULLEHHSA kBanidgikaii 3 MeTOHo
MOKpaLlEHHs1 3HaHb, BMiHb | HaBU4YOK Yy LA
cooepi.

framework of the Activity

As part of the cooperation, the Activity provides
assistance to strengthen the Recipient’s technical
capacities, increase the professional capacity of
trainers  personnel, improve current study
programs, involve in educational programs and
refresher courses to improve knowledge, skills and
abilities in this area.

7.0vikyBaHu BnnuB [poekTy Ha PO3BUTOK

7.The expected impact of the Activity on the

€KOHOMIKMU i periony

BukoHaHHs1 3a3HaveHuMX 3aBAaHb MOKpaLUUTb

nigrotoBky daxisuis 3 kibepbesneku, AKi
3MOXYTb 3anoBHUTU nporanvHn y
3abe3neveHHi KpaiHu TanaHoBUTUMU

pesepBamy NIOACHLKOro Kanitany, Ta 3MOXyTb
NPOdECIiHO BUABNATY | BU3Ha4aTH KibepaTaku,
3axuwati Bi4 HUX, pearyBaTu Ha HUX Ta
BiAHOBMNIOBATU CUCTEMY Micrss HUX 8K B
onepaujiHux cekTopax, Tak | B CeKrtopi
iHopMaLiiHUX TEXHOSOTIN.

development of the economy and the region

Fulfillment of these tasks will help to equip Ukraine
with cybersecurity specialists who can fill in talent
gaps, and can competently identify, detect, protect,
respond and recover to attacks across both
operational and information technology sectors.

As a result of the strengthening of the Recipient’s
cybersecurity, a gradual improvement of the overall
cyber instability of the state is ensured, which
corresponds to the goals and objectives of the




Llen T[potokon cknageHo y 2  (4BOX)
NPUMIPHUKAX, KOXEH 3 SKUX Mae OAHAaKOBY
IOPUANYHY cuny.

This Protocol is drawn up in 2 (two) copies, each of
equal legal force.

Llen MpoTtokon Habupae YMHHOCTI 3 OHS MOro
NiANUCAHHA | 3aNULWAETLCS B CUMi O BEPECHS
2025 poky.

This Protocol shall enter into force on the date of its
signing and shall remain in force until September,
2025.

Komnanis «dAl Tnmo6an En-en-ci»,
MpoekT «Kibepbesneka KPUTUYHO BaXKITMBOI
iHppacTpykTypn Ykpainm» (AMP CLLA)

MeTpo Marisiluek

DAl Global LLC (DAI),
USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity :

Petro Matiaszek

AvpexTop MpoekTy Chief of Party

Hara Date:
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